a wizardly understanding of how-to
use that component—often in ways the
component’s designer never even:ée_;n-
sidered. In that latter category there dre
those who try to manipulate the inputs
and outputs for malfeasant purposes
such as attempting to take over system
level control of computers that don’t
belong to them. This last group con-
tains the author(s) of the various recur-
rences of Code Red.

Security best practices at their core
do not focus on the elimination of risk.
These practices instead focus on the
mitigation of risk in a specific environ-
ment. Every business and every
agency has different demands and dif-
ferent levels of risk tolerance. Of
course, many organizations follow the
security best practice of:
®m analyzing vulnerability notifica-
tions as they are released to determine
if they apply in their business environ-
ment;

m testing them against their effect on
line of business applications in a test
environment;

®m applying those patches to all appro-
priate systems in production; and

® updating their system documenta-
tion to include the patch in all future
builds.

However, a frighteningly high per-
centage of organizations do not follow
this practice. A company or agency
that doesn’t patch its systems as de-
scribed above should make sure that it
is mitigating the risk of exposure in
some other fashion. If not, it should
not be surprised when its private data
is exposed, its services are stolen, and
its network (and perhaps business) are
ground to an abrupt halt. It also
shouldn’t be surprised when hundreds
of other organizations contact it to find
out why it is engaged in a network at-
tack against them. Wl

Jeff Willlams is a technical account
manager for Microsoft’s Premier Sup-
port Organization in San Francisco.
He has been writing “IT Pragmatics”
for Views on an occasional basis since
the Winter 1999 issue.
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Why managers
can’t find or
keep qualified
support staff

GAIL FELDMAN

he backbones of many organiza-

tions are the office and adminis-

trative assistants who operate

programs and support most man-
agement functions, yet successful re-
cruitment and retention of qualified
support staff is a common problem
for many public agencies. A recent
study of the courts in California
serves as an excellent example of the
difficulty in recruiting and retaining
qualified courtroom clerks, judicial
assistants, and process clerks—
which has now become a major pre-
dicament for many court executive
officers in California.

Identifying Obstacles

In this study of several local trial
courts, the focus was on identifying
obstacles in recruiting qualified staff
and retaining them. The results are
hardly unique—indeed, the common
problem-causing factors or circum-
stances found in the courts are generally

applicable to other public agencies:

m compensation is not high enough to
attract or retain qualified staff and sal-
ary differentials between positions are
insufficient to encourage promotion;

m insufficient promotional opportuni-
ties are available;

m job candidates lack interpersonal
skills and ability to work in teams and
perform tasks simultancously; and

® examinations focus on job knowl-
edge to the exclusion of the skills and
abilities needed for positions.

The Compensation Factor

Compensation can be one of the
most significant factors in recruitment
and retention, particularly if another
similar agency within the same com-
muting shed is compensating similar
positions at a higher level. This is par-
ticularly relevant for positions that
require a certain area of knowledge
and skill, in the case of courtroom
clerks. Often the lower compensating
agency becomes the training ground
and feeder route to the higher compen-
sating agency.

Differential in compensation levels
between classifications also affects re-
cruitment of qualified internal candi-
dates. Positions that require higher
skill, perhaps less flexibility in sched-
ule, and that are seen as requiring a




greater workload arc only attractive
when the compensation differential be-
tween positions is significant. The
compensation differential factor is also
highly sensitive. The average salary
differential between courtroom and of-
fice support staff in California was 14
percent and courts paying less than 5
percent differential had difficulty at-
tracting applicants.

Promotional Opportunities
Promotional opportunities within
the classification structure directly
iffect retention. Support staff will re-
main in workplaces where the job
series has well defined, stratified lev-
2Is of increasing responsibility and su-
servisory position opportunities. This,
1wwever, often conflicts with manage-
nent goals of flattening an organization,
flexibility in using support positions, and
:liminating unnecessary management.
l'he attraction of higher compensation
seems to drive interest in promotional
ypportunity more than personal needs
such as self esteem. Therefore, provid-
ng increased compensation and other
inancial incentives periodically to
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“The boss is up to something.”

mote internal candidates
or recruit externally. Ex-
ams that test specific
knowledge required by
higher-skilled courtroom
clerk positions resulted
in high failure rates
among many internal
candidates. Courts that
were more successful in
promoting from within
to higher-skill support
functions utilized tests
that assessed skills and
abilities including listen-
ing, handling multiple
assignments  simulta-
neously, using appropri-
ate judgment, and oral
communication skills,

those who leamn additional skills will
have the same impact on retention as
would providing additional promo-
tional classifications.

Unintentional Failures
Examinations can create unin-
tended failures to successfully pro-
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These courts also pro-
vided training to staff prior to test-
ng.

It is notable that the absence of ba-
sic skills, such as the ability to use
proper grammar, resulted in higher
failure rates on exams among internal
candidates, suggesting that basic skill
training might be needed for many em-
ployees.

Training a Key Component
Finally, training is a key component
of successfully preparing internal can-
didates for higher-level opportunities.
Training was also viewed by support
staff as useful in preparation for pro-
motion and for success in meeting
changing job expectations, particularly
in the court environment, which
changed over the last several years.
Courts that did not have significant
problems promoting internal candi-
dates provided structured training—
particularly on the job—training
manuals, and special courses. Ml

Gail Feldman is a management and
policy consultant in Berkeley, CA, and
a frequent contributor to The Public
Manager. The findings described in
this article are based on a report pro-
duced in conjunction with Kate
Harrison Consulting.




